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For any organisation, information security exists as  
part of a wide-ranging and complex security ecosystem. 
If any part of that ecosystem is neglected, it can have  
a significant knock-on impact that puts your 
organisation at risk.

The information threat landscape continually shifts and evolves 
to keep pace with technological advancement. The challenge of 
keeping your information secure is unprecedented.

Investment in prevention, detection and training is now essential, 
as is finding a trusted partner help protect your business.

Information security  
A crucial element of your security ecosystem

Regardless of size and sector, the threat landscape is changing for all businesses.

Types of attacks experienced by businesses

Source: Ponemon Institute1 

Source: Ponemon Institute3 Source: Ponemon Institute3

The GDPR has set a high benchmark for 
privacy and many other countries are set 
to follow suit.

66%
of companies believe they will need to 
comply with similar regulations to 
the GDPR, irrespective of their 
location.

Source: Ponemon Institute2

82%
 
of companies predict 
unsecured IoT devices 
are likely to cause a 
data breach in their 
organisation. IOT

Source: Ponemon Institute2

Ph
is

hi
ng

 / 
so

ci
al

 e
ng

in
ee

rin
g

W
eb

-b
as

ed
 a

tta
ck

M
al

w
ar

e

Co
m

pr
om

is
ed

 / 
st

ol
en

 d
ev

ic
es

De
ni

al
 o

f s
er

vi
ce

s

Ad
va

nc
ed

 m
al

w
ar

e 
/ z

er
o 

da
y 

at
ta

ck
s

SQ
L 

in
je

ct
io

n

M
al

ic
io

us
 in

si
de

r

Cr
os

s-
si

te
 sc

rip
tin

g

O
th

er

48%
52%

43%
47%

36% 37%

30%
34%

26% 26%

16%

24% 24%

20%

11% 12%
10% 9%

3%

FY 2017 FY 2018

Only 35%
 
of companies have a list of third parties 
they share information with.

64%
 
of companies claim misuse of information 
by a third-party is their biggest concern.

80%
say such a 
breach could be 
catastrophic. 

1 - https://keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf
2 - https://www.raytheon.com/sites/default/files/2018-02/2018_Global_Cyber_Megatrends.pdf
3 - https://cdn2.hubspot.net/hubfs/2575983/Ponemon_report_Final%20(1).pdf
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LRQA offers a wide range of 
services against the world’s leading 
information security standards. 

ISO 27001

Telecoms
ISO 27011

Privacy & Data
Protection
ISO 27701
ISO 27018

IT Service 
Management

ISO 20000-1

Business 
Continuity
ISO 22301

Cybersecurity
ISO 27032

Cloud
ISO 27017
ISO 27018

CSA STARTM

Training                                                                         Gap analysis                                                              Certification                              

Integrated assessments
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Strategic vision

Our technical know-how, sector 
expertise and innovative, forward 
thinking approach will help you meet the 
challenges of today – and become a safer, 
more secure, and sustainable organisation 
tomorrow.

Technical expertise

Our people are sector experts. They 
bring with them a clear understanding 
of your specific challenges, standards 
and requirements – then deploy deep 
knowledge of certification, customised 
assurance, cybersecurity and training  
to help you meet them.

Global capability

Operating in more than 120 countries, 
recognised by over 50 accreditation 
bodies worldwide, and covering almost 
every sector, we can help you manage 
risk, drive improvement and build 
credibility with stakeholders around the 
globe.

Effective partnership

Every business is unique. That’s why our 
experts work with you, to fully understand 
your needs and goals, and work out how 
we can best support them.

Fresh perspective

We have led the way in shaping our 
industry and continue to take every 
opportunity to collaborate with clients 
and pioneer new ideas, services and 
innovation.

We’re here to help negotiate a rapidly changing world, by working with you to  
manage and mitigate the risks you face. From compliance to data-driven supply chain 
transformation, it’s our job to help you shape the future, rather than letting it shape 
you. We do this by delivering:

Why choose LRQA?

Risk based solutions
When it comes to information security, we understand that your 
organisation has unique requirements. Whether you’re a small 
or medium sized business looking to begin your information 
security journey or a large enterprise looking for additional levels 
of assurance – our team of experts will work closely with you to 
understand your specific needs. This allows us to provide you 
with a tailored solution designed to address the requirements of 
your organisation and the industry you operate in.

Real business benefits
Our wide-ranging portfolio of information security services 
allows us to identify solutions that not only address your specific 
needs but deliver real business benefits. For example, if you opt 
for certification against multiple information security standards 
you could minimise costs and reduce the number of visits to your 
site. Not only that, you’ll be developing a long term relationship 
with an organisation that already understands your business and 
ISMS, ensuring your experiences are focussed on what matters 
most.

Start here. Start now.

ISO 27001 
Information security management 
An ISO 27001 certified ISMS helps organisations to manage the 
security of business critical information through the adoption of best 
practice processes and controls.

All sectors Information security

ISO 27701 
Privacy information management 
ISO 27701 certification enables an organisation to demonstrate
compliance with privacy and data protection requirements and
regulations, such as the GDPR and California Consumer Privacy Act 
(CCPA). It reduces complexity by integrating with ISO 27001 and helps 
build trust regarding the management of personal information.

All sectors Privacy & data protection



ISO 27018  Protection of personally identifiable
information (PII) in the cloud 
ISO 27018 introduces controls specifically relating to cloud privacy. 
This supports regulatory compliance and ensures organisations are 
best placed to mitigate cloud-based security risks.

Cloud service providers Privacy & data protection

ISO 20000-1 
IT service management 
ISO 20000-1 certification helps organisations better manage their 
service life cycle - providing assurance to customers whilst optimising 
internal processes and productivity.

Managed IT service providers IT service management

ISO 22301  Business continuity 
ISO 22301 certification indicates that an organisation has a 
management system in place which protects them against 
unexpected events and ensures rapid recovery through clear and 
effective processes. This helps guarantee a consistent level of service.

All sectors Business continuity

CSA-STAR 
Cloud security 
CSA-STAR provides a comprehensive framework for cloud governance 
and security controls. It compliments other standards, such as 
ISO 27001. Certification ensures that cloud security risks have been 
identified and re-mediation strategies put in place.

Cloud service providers Cloud security

ISO 27017 
Information security controls for cloud service providers 
and their customers 
Unlike many standards, ISO 27017 provides controls for both cloud 
service providers and customers. This helps to make sure that cloud 
services achieve the same level of safety and security as any other 
information in a certified ISMS.

Cloud service providers Cloud security

ISO 27011 
Information security controls for telecoms
organisations 
ISO 27011 certification allows telecoms organisations to demonstrate
that they have met baseline information security management 
requirements to address high-risk, industry specific threats and 
vulnerabilities.

Telecoms Information security

Cloud service customers

Care is taken to ensure that all information provided is accurate and up to date; however, LRQA accepts no responsibility for inaccuracies in or changes to information. 
For more information on LRQA, click here. © LRQA Group Limited 2021

LRQA
1 Trinity Park
Bickenhill Lane
Birmingham
B37 7ES
United Kingdom

Get in touch
Visit www.lrqa.com/uk for more information


