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Lloyd’s Register’s target Remote Delivery technologies are LR Remote, an enterprise grade remote presence 
solution for inspection and field audit, provided by Librestream (https://librestream.com/) and Microsoft 
Teams for Desktop Audit.  Both solutions are covered by LR’s Cyber Security Controls, policies and fully 
compliant with GDPR. 

The security considerations associated with our new Remote Delivery capabilities are typically divided into two 
areas: 

1. The security and confidentiality of the actual live video stream 

2. The security and integrity of any recordings or image data that is retained after the event 

It is important to note that not all Remote activities will require recording. The recording of any activity must 
be in line with relevant scheme regulations and any contractual agreements made with clients. Our standard 
Remote Delivery Terms & Conditions are published in the Lloyd’s Register GMS and are available on request to 
clients.  

https://lrgms.org/procedures/gms03-11-468-supplementary-terms-and-conditions-for-remote-inspection-services/ 

Where video or image data is retained it is securely stored by LR in a dedicated encrypted repository. All footage 
and materials are transferred to a central LR archive and its future usage and access is enforced through Role 
Based Access Control protections.  

The data is stored within LR’s Microsoft Azure cloud tenant. Data stored on LR’s tenant is based in Dublin, the 
Republic of Ireland and Amsterdam in the Netherlands, and are compliant to EU privacy laws and regulations 
(including GDPR). 

Microsoft is compliant with EU/UK privacy laws and regulations such as the GDPR (EU) as well as having the 
Azure platform certified to ISO 27001. 
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LR’s target delivery solutions use industry standard encryption and full technical details are included in the 
following data sheet.

LR currently has a number of tools it 
uses for providing services to clients 
remotely. This document provides an 
overview of the privacy and security 
aspects of these supported 
technologies. 

LR supported Remote capabilities 

LR BA&IS currently supports 
Microsoft Teams and LR Remote for 
conducting Certification, audit and 
inspection activities via video 
streaming where deemed appropriate 
or acceptable as agreed with clients 
and/or relevant bodies. 

Microsoft Teams 

Microsoft teams is a productivity 
software which combines, 
collaboration tools, group chats and 
video  

Media data 

Teams enforces LR-wide Multifactor-
factor authentication and encryption 
of data in transit and at rest (media 
data payloads are encrypted via 
Secure Real-Time Transport 
Protocol). Files are stored in 
SharePoint and are backed by 
SharePoint encryption.  

All data generated as part of a call 
including video recordings of 
conference calls are saved on 
SharePoint. 

Data location 

Data stored within LR’s Microsoft 
Azure cloud tenant. Data stored on 
LR’s tenant is based in Dublin, the 
Republic of Ireland and Amsterdam in 
the Netherlands, and are compliant 

to EU privacy laws and regulations 
(including GDPR). 

Microsoft is compliant with EU/UK 
privacy laws and regulations such as 
the GDPR (EU) as well as having the 
Azure platform certified to ISO 27001. 

LR Remote 

LR remote is a whitelabelled version 
of a specialist video streaming 
software called ‘Onsight Connect’ 
licenced by LR from Librestream 
technologies Inc. Individual user 
licenses are managed from within LR. 

Media data 

LR Remote uses AES media 
encryption, TLS 1.2, Single Sign On 
(SSO), and WiFi network security 
protocols. 

All media generated during a video 
call using LR remote is stored locally 
on the call host’s machine. This 
includes all image, video, and audio 
media. 

Librestream’s data centers are 
located in the United States. All 
related cloud information is stored in 
the United States and is complaint to 
Privacy Shield. 

Additional information in Appendix*. 

Adobe Connect 

LR BA&IS currently supports Adobe 
Connect for providing virtual training 
services via video streaming. It is 
suited to holding large scale webinars 
and virtual conferences.  

Adobe Connect uses ‘Adobe Connect 
Hosted Multi-Tenant’ and ‘Adobe 
Connect Managed Services’, and is 

compliant with the following security 
standards: 

SOC2-Type 2 (Security and 
Availability), ISO27001:2013, and 
HIPAA compliant. 

Adobe Connect Security Overview 
Whitepaper: 

https://www.adobe.com/content/da
m/acom/en/security/pdfs/Adobe-
Connect-hosted-security.pdf  

 

Other video streaming 
software/remote capabilities 

The following software are currently 
unsupported by LR. 

Zoom 

Zoom is similar to Microsoft teams in 
functionality with regard to video 
conferencing. 

Zoom can be used in certain 
circumstances: 

- Supporting training activities 

- Demoing purposes 

Please follow this guidance issued 
from Group IS on the use of Zoom: 

https://lloydsregistergroup.sharepoin
t.com/sites/GroupIS/SiteAssets/Form
s/AllItems.aspx?id=/sites/GroupIS/Sit
eAssets/SitePages/Welcome-to-
Group-IS-1-
/Zoom_Security_Guidance_20200421
.pdf&parent=/sites/GroupIS/SiteAsset
s/SitePages/Welcome-to-Group-IS-1- 

Security Concerns 

Numerous privacy and security 
concerns have been raised with this 
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software in recent months. Which has 
led to several companies and 
governments banning its use. Many 
security flaws have been discovered 
by independent researchers. LR does 
not recommend the use of this 
software due to non-standard 
security controls and the risk of 
compromise of data due to poor 
enforcement of minimum-security 
practices. 

Zoom should never be used for 
sharing any LR CONFIDENTIAL or 
SECRET material. Please use 
Microsoft Teams for this. 

WeChat 

WeChat (developed by Tencent 
Holdings Limited) is a consumer level 
social media, mobile payment and 
messaging app which includes a 
feature to make video calls. 

There is currently no native ability to 
locally record calls if required. 

Security Concerns 

While the data transmission to 
WeChat Servers is encrypted, the data 
can be decrypted at the central 
server. WeChat operates from China 
and is subject to Chinese law. This 
means that all communication using 
this platform is vulnerable to man-in-
the-middle attacks. As there is a 
substantial risk that information may 
be compromised, this platform must 
not be used for any sensitive 
engagements especially those where 
Government surveys are to be 
performed. 

Cisco Webex 

Webex is video conferencing solution 
from Cisco and has similar 
encryption/security features to 
Microsoft Teams and Librestream. 

LR does not have the ability to host 
calls.  

Cisco Webex complies with the 
following standards: 

• ISO 27001 certified  

• Service Organization Controls 

(SOC) 2 Type II audited 

• FedRAMP certified  

• Cloud Computing Compliance 

Controls Catalogue 

(C5) attestation 

• Privacy Shield Framework 

certified 

Cisco Webex Meetings Security White 
paper:  
https://www.cisco.com/c/dam/en/us
/products/collateral/conferencing/w
ebex-meeting-center/white-paper-
c11-737588.pdf 

Google Meet (Formerly (Google 
Hangouts)  

Google Meet is the video conferencing 
software, and similarly to Microsoft 
Teams, is included in as part of the G-
Suite. G-suite is Google’s web-based 
productivity suite (equivalent to 
Microsoft Office 365). 

In Google Meet, all data 
is encrypted in transit by default 
between the client and Google for 
video meetings on a web browser, on 
the Android and iOS apps, and in 
meeting rooms with Google meeting 
room hardware. Meet adheres to IETF 
security standards for Datagram 
Transport Layer Security (DTLS) and 
Secure Real-time Transport Protocol 
(SRTP). 

Google Meet complies with the 
following standards: 

• Service Organization 

Controls SOC – Type 1,  

• ISO/IEC 27001/17/18,  

• HITRUST  

• FedRAMP certified 

• GDPR and HIPAA 

Security Statement for Google Meet 
https://cloud.google.com/blog/produ
cts/g-suite/how-google-meet-keeps-
video-conferences-secure  

WhatsApp 

WhatsApp is a consumer level 
messaging app available on iOS and 
Android devices. It includes the 
function to make video calls between 
contacts. 

WhatsApp currently has no native 
ability to record calls. 

WhatsApp uses end-to-end security 
secured by the Signal protocol. This 
means neither third parties or 
WhatsApp themselves can access the 
decryption keys required to read the 
encrypted the data.  

WhatsApp technical Whitepaper: 
https://www.whatsapp.com/security/
WhatsApp-Security-Whitepaper.pdf 

Google Duo 

Google Duo is a consumer level video 
calling app available on iOS and 
Android devices. It includes the 
function to make video calls between 
contacts. 

currently has no native ability to 
record calls. 

 

General statement on platforms 

Of the listed software, WeChat and 
WhatsApp are consumer level 
products and thus the priorities of the 
services provided are different to 
enterprise level software.  

 ‘Consumer vs enterprise’ will also 
determine suitability in terms of 
specific features and compliance with 
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security standards determining its 
overall fit-for-purpose. 

It is for this reason consumer level 
products shouldn’t be used in a 
commercial/enterprise context. 
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Appendix 

LR Remote (Librestream) 

Video call metadata 

When using LR remote to conduct 
video calls the following metadata is 
stored on Librestream servers as part 
of the stream hosted services. This 
data includes: 

• User name and password 

hash 

• User’s first name and last 

name 

• User’s email address and/or 

phone number 

• User’s Onsight video address 

(SIP URI) and encrypted SIP 
password 

• User’s list of Onsight 

Contacts 

• Device types 

• IP Addresses 

• Host names 

• Call history 

• Call statistics 

• Location data 

LR retains the right to request a 
copy of or deletion of this data from 
Librestream at any time. 

Librestream has issued a statement 
stating that any information that is 
stored on their servers has been 
safeguarded: 

“To prevent unauthorized access or 
disclosure we have put in place 
suitable physical, electronic and 
managerial procedures to safeguard 
and secure the information we collect 
online.” 

In order to provide several core 
functions within the LR Remote 
application, Librestream must share 
information with third parties via APIs 
or other methods. 

LR Remote sharing of information 
with Third Parties 

Librestream uses Amazon Web 
Services (AWS) and Microsoft Azure, 
located in the United States, for 
Hosted Services. 

AWS is certified under the EU-US 
Privacy Shield. Librestream has 
signed a Data Processing Addendum 
with AWS to ensure compliance with 
privacy laws and regulations such as 
the GDPR (EU). 

Microsoft is compliant with privacy 
laws and regulations such as the 
GDPR (EU) as well as having an 
information security management 
system based on ISO 27001. Microsoft 
is certified under the EU-US Privacy 
Shield. 

Librestream uses MaxMind, located in 
the United States, for GeoIP location 
information. MaxMind participates in 
the EU-US and Swiss-US Privacy 
Shields and has an information 
security management system based 
on ISO 27001. 

Librestream uses Google APIs, 
located in the United States, for 
location information (country look up 
from GPS coordinates). Google 
participates in the EU-US and Swiss-
US Privacy Shields. 

Librestream uses Google Recaptcha, 
located in the United States, for 
captcha purposes. Google 
participates in the EU-US and Swiss-
US Privacy Shields. 

Librestream uses Twilio, located in 
the United States, to send phone 
numbers and guest invites for SMS 
guest invites. Twilio participates in 
the EU-US and Swiss-US Privacy 
Shields. 

Librestream uses Twilio’s SendGrid 
service, located in the United States, 

to send emails for Onsight Platform 
Manager end user messages, for 
Onsight Flow, and optionally for guest 
invites. SendGrid participates in the 
EU-US and Swiss-US Privacy Shields. 

Librestream uses DigiCert, Microsoft 
Azure and Amazon Web services for 
X509 certificates (sometimes called 
SSL certificates). X509 certificate 
revocation list (CRL) checks may be 
done to their servers when 
connecting to Librestream services. 
DigiCert is located in the United 
States, although, depending on your 
location and the products you are 
using, data may be accessible from 
and transferred to the United States, 
South Africa, Australia, Ireland, India 
and Japan. DigiCert participates in 
the EU-US and Swiss-US Privacy 
Shields. 

 

 


