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Except as permitted under current legislation
no part of this work may be photocopied,
stored in a retrieval system, published,
performed in public, adapted, broadcast,
transmitted, recorded or reproduced in any
form or by any means, without prior
permission of the copyright owner. Enquiries
should be directed to the above address.

TERMS AND CONDITIONS

In providing services information or advice
neither Lloyd’s Register of Shipping (‘LR’) nor
any of its employees or agents warrants the
accuracy of any information or advice
supplied. Except as set out herein neither LR
nor any of its employees or agents (on behalf of
each of whom LR has agreed this clause) shall
be liable for any loss damage or expense
whatever sustained by any person due to any
act or omission or error of whatsoever nature
and howsoever caused of LR its employees or
agents or due to any inaccuracy of whatsoever
nature and howsoever caused in any
information or advice given in any way
whatsoever by or on behalf of LR, even if held
to amount to a breach of warranty.
Nevertheless, if any person uses LR’s services
or relies on any information or advice given by
or on behalf of LR and suffers loss damage or
expense thereby which is proved to have been
due to any negligent act omission or error of
LR its employees or agents or any negligent
inaccuracy in information or advice given by
or on behalf of LR then LR will pay
compensation to such person for his proved
loss up to but not exceeding the amount of fee
(if any) charged by LR for that particular
service information or advice.
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FOREWORD

This document contains criteria for software certification
through the Lloyd’s Register Software Conformity Assessment
system. It supersedes all previous publications on the subject.

It should be read in conjunction with the system procedure SC94.
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1. INTRODUCTION

1.1 This document is intended for use as an
assessment module in connection with the LR Software
Conformity Assessment System. The assessment criteria are
aimed at establishing that the software has been soundly
developed and tested according to accepted standards of
software engineering practice. They are derived from ISO
9001, ISO 9000-3 and IEEE 829 (see section 2).

1.2 The assessment criteria are grouped, for
convenience, in five sections, beginning with section 3 which
contains general criteria to be applied to any submitted
document or record that is included in an inspection. The
subsequent sections contain criteria for each of the
inspections performed during an LR Software Conformity
Assessment. Section 4 contains the criteria for specification
inspection, section 5 contains criteria for system test
inspection, section 6 contains criteria for design inspection
and section 7 contains criteria for replication, delivery and
maintenance inspection.

2. INFORMATIVE REFERENCES

2.1 BS EN ISO 9001 : 1994, Quality systems – Model
for quality assurance in design, development, production,
installation and servicing.

2.2 ISO 9000-3 : 1991(E), Guidelines for the appli-
cation of ISO 9001 to the development, supply and
maintenance of software.

2.3 ANSI/IEEE Std 829-1983, IEEE Standard for
Software Test Documentation.

3. DOCUMENTATION

3.1 Principle

Documentation, files and other records submitted for LR
Software Conformity Assessment must provide sound
evidence that the criteria for the assessment have been
satisfied and must therefore be complete, internally consistent
and understandable.

3.2 Criteria

3.2.1 There is to be a list which identifies submitted
documents and files and indicates their relationship to the
submission information listed in Annex 1 of the system
procedure.

3.2.2 The document set is to separate the require-
ments, the user documentation and the development
information.

3.2.3 All documents and files are to be uniquely
identified including version.

3.2.4 All documents, files and records are to be clearly
approved, signifying review and acceptance.

3.2.5 Where computer files are submitted, the approval
mechanism is to be made clear.

3.2.6 There is to be clear definition of dependencies
between documents, files and records. For example, parent
documents are to be fully referenced by name, reference,
issue number and date.

3.2.7 If tables, figures or illustrations are used, their
relationship to the text is to be defined.

3.2.8 Any terms, acronyms, abbreviations and
notations are to be defined and are to have the same
meaning throughout the document.

3.2.9 Items or concepts are to be referred to by the
same name throughout the document.

3.2.10 A change history is to be included in the
document or on attachments.

4. SPECIFICATION

4.1 Principle

Software requirements must form a sound basis for
development and testing, and must therefore be stated
clearly, fully and consistently. In addition, the user
documentation must accurately, completely and clearly
describe the software.

4.2 Criteria

Requirements Specification

4.2.1 The requirements specification is to have a
complete set of unambiguous functional requirements which
cover all relevant modes of operation including behaviour
under failure conditions.

4.2.2 The requirements specification is to have a
complete set of unambiguous timing, reliability, interoperability
and other performance constraints (for example, self checking
features) which cover all relevant modes of operation including
behaviour under failure conditions.

4.2.3 The requirements specification is to identify any
critical requirements, for example: safety, security or reliability,
which must be met for satisfactory operation of the software.

4.2.4 The requirements are to be testable.

4.2.5 The requirements specification is to fully specify,
either directly or by reference to other submitted documents,
all external interfaces between the software product and other
software or hardware.

4.2.6 The properties of external devices or software
that are relied upon for correct operation are to be stated and
justified.

4.2.7 The requirements specification is to describe any
design constraints on the software including methods,
languages and tools.

4.2.8 A means of demonstrating traceability to
requirements is to be provided to ensure that all requirements
can be shown to have been implemented and tested.

4.2.9 The requirements specification is to satisfy any
relevant regulatory requirements.
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4.2.10 The requirements are to be capable of
implementation within the stated performance constraints.

User documentation

4.2.11 The user documentation is to precisely identify
the software described.

4.2.12 The user documentation is to describe the
functionality and performance characteristics of the software.

4.2.13 The user documentation is to define the intended
use of the software including operational limits within which
the software is to be used.

4.2.14 The user documentation is to describe the
required configuration of hardware for putting the software
into use, including manufacturers names and type identifiers
of all parts.

4.2.15 Where claims are made concerning the ability of
the software to be used on multiple platforms, these claims
are to be substantiated by documentary evidence (though not
necessarily in the user documentation itself).

4.2.16 The user documentation is to identify any other
software that is necessary for the use of the software
described.

4.2.17 The user documentation is to describe the
means, where provided, for preventing unauthorized access
to programs and data.

4.2.18 The user documentation is to describe properties
that ensure the proper functioning of the software in the
presence of input error or misuse. For example: checks for
plausible input; protection against serious consequences of a
user mistake and error recovery.

4.2.19 The user documentation is to completely specify
the user interface, screen layouts and command formats.

4.2.20 The user documentation is to state the user
competence, training and expertise required for the
application of the software.

4.2.21 The user documentation is to identify any
methods that are provided for configuring the software and
the conditions under which this is to be performed. For
example: changing parameters; altering computations and
assigning functions to specific keys.

4.2.22 The user documentation is to describe any
technical protection against copyright infringement. For
example: protection against copying, programmed expiry
dates and reminders to renew licenses.

4.2.23 The user documentation is to include the
necessary information for installation of the software.

5. SYSTEM TEST

5.1 Principle

The system tests are to demonstrate that the
software requirements are satisfied.

5.2 Criteria

Test planning and specification

5.2.1 All functions and important combinations of
functions are to be tested. This is to include all modes of
operation of the software and its behaviour under failure
conditions.

5.2.2 All performance and timing requirements of the
software are to be tested. This is to include all modes of
operation of the software and its behaviour under failure
conditions.

5.2.3 Testing is to address normal and extreme
operating conditions. For example normal, zero and
saturation loading, and boundary data values.

5.2.4 Any testable design constraints on the software
are to be tested. For example: certain types of software self
checking.

5.2.5 Tests are to be traceable to the requirements,
design and code.

5.2.6 The features specified in the user documentation
are to be tested.

5.2.7 Completion criteria (goals) for tests are to be
specified and used for evaluating the adequacy of testing. For
example: comparing specified coverage levels against those
actually achieved.

5.2.8 Test cases are to be documented to include
inputs, expected outputs and pass/fail criteria.

5.2.9 The test plan is to include criteria for determining
whether testing as a whole passes or fails.

5.2.10 Test documents are to define the hardware and
software configuration to be used for testing including test
tools.

5.2.11 Any test tools used are to be shown suitable for use.

Test records and results

5.2.12 The software tested is to be identical to the
software under assessment.

5.2.13 Testing is to be performed in the target
operational environment. Where this is not possible, testing is
to be done in a test environment that has been shown to be
equivalent, supported by a demonstration of successful
operation in the target operational environment.

5.2.14 All specified test cases are to be executed and
their results, including whether or not they pass or fail,
recorded.

5.2.15 The overall testing pass/fail criteria are to be
shown to be satisfied.

5.2.16 Any outstanding software faults are to be fully
documented in the user manual (or some other user
accessible documentation).

5.2.17 Test results are to be recorded as defined in the
relevant test specification and in a form that permits
verification.

LR Software Conformity Assessment System

Assessment Module GEN1

Page 3Lloyd’s Register of Shipping

AIE - TEST SPEC   23/9/99  1:30 pm  Page 3



6. DESIGN

6.1 Principle

The software is to be designed and coded in a manner which
gives confidence that the stated requirements have been
implemented.

6.2 Criteria

Design

6.2.1 The design is to be documented and is to be free
from ambiguities, contradictions and other internal
inconsistencies.

6.2.2 The software is to be decomposed into an
hierarchy of modules and other components or sub-
assemblies which are functionally distinct and are restricted in
size and complexity.

6.2.3 The design is to describe the functions,
performance constraints and the interfaces and dependencies
between modules, other components or sub-assemblies.

6.2.4 The design is to describe the algorithms and data
structures used by the modules, other components or sub-
assemblies to achieve their function within the stated
performance constraints.

6.2.5 The design is to implement the software
requirements; in particular it is to be verifiable that the
assembly of software components will result in a system
satisfying the functional and performance requirements within
the applicable constraints.

6.2.6 The design is to be traceable to the software
requirements.

6.2.7 The design is to conform with any design
standards or documented design methods and applicable
regulatory requirements.

6.2.8 The design is to be testable.

6.2.9 The design is to be capable of implementation as
specified within the applicable constraints.

6.2.10 The use of any proprietary software is to be
identified.

6.2.11 Any design tools, coding tools, compilers and
linkers used are to be shown suitable for use.

Code

6.2.12 The code is to be commented to:

(a) Explain coding issues not already described in the sign
documentation (for example, algorithms, coding
techniques, variable names and bindings);

(b) Identify the exact version of the code and the design;
(c) Identify the programming language, compiler details

and any other implementation constraints.

6.2.13 The code is to be traceable to the design.

6.2.14 There is to be verification that the code
implements the design.

6.2.15 The code is to conform to coding standards.

6.2.16 The code is to be testable and be in a form which
permits verification.

Coding standards

6.2.17 Coding standards used in the development of the
software are to address:

(a) known language insecurities;
(b) module size and complexity;
(c) prohibited constructs or language operations;
(d) the use of interrupts;
(e) the use of compiler controls;
(f) programming style. For example, use of naming

conventions

Unit and integration testing

6.2.18 The functions of all modules, other software
components and sub-assemblies are to be tested.

6.2.19 The performance and timing constraints of each
module, other software component or sub-assembly are to
be tested.

6.2.20 Both black and glass box testing is to be done.
Glass box testing is to meet the requirements of a stated test
coverage policy.

6.2.21 Any testable design constraints on the software
are to be tested. For example: defensive checks of parameter
input ranges.

6.2.22 All interfaces between modules, other software
components or sub-assemblies are to be tested.

6.2.23 Tests are to be traceable to the requirements,
design and code.

6.2.24 Completion criteria (goals) for tests are to be
specified and used for evaluating the adequacy of testing. For
example: for unit tests the test goals are to be in terms of
structural coverage levels to be achieved.

6.2.25 Test cases are to be documented to include
inputs, expected outputs and pass/fail criteria.

6.2.26 Test documents are to define the hardware and
software configuration to be used for testing including test
tools.

6.2.27 Any test tools used are to be shown suitable for use.

Unit and integration test records and results

6.2.28 The modules, other software components and
sub-assemblies tested are to be traceable to the software
under assessment.

6.2.29 All specified test cases are to be executed and
are to be shown to pass according to the relevant pass/fail
criteria.

6.2.30 Test results are to be recorded as defined in the
relevant test specification and in a form that permits
verification.
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7. REPLICATION, DELIVERY AND
MAINTENANCE

7.1 Principle

The software product is to be under effective configuration
management to support satisfactory replication and delivery.
A systematic and disciplined approach to maintenance is to
be demonstrated which is built on an effective change control
system.

7.2 Criteria

Configuration Management

7.2.1 The configuration management plan is to:

(a) identify the organization and responsibilities for
configuration management;

(b) describe configuration management activities to be
performed;

(c) identify the tools, techniques and methodologies used;
(d) define the stage at which items are to be brought under

configuration control.

7.2.2 Configuration records are to:

(a) uniquely identify the version of each software item;
(b) identify the versions of each software item which

constitute a specific version of the complete software
product;

(c) identify the current build status of the software product;
(d) demonstrate traceability of a software item or product

to software requirements;
(e) identify modified parts of software items resulting from a

change request.

7.2.3 The following are to be identified for each version
of a software item:

(a) the functional and technical specifications;
(b) all development tools affecting the functional and

technical specifications;
(c) all interfaces to other software items and hardware;
(d) all documents and computer files related to the

software item.

7.2.4 Before a change is accepted, its validity is to be
confirmed and the effects on other items are to be identified
and examined before the change is authorized.

7.2.5 Records and summary reports are to be
maintained on the status of:

(a) software items;
(b) change requests;
(c) the implementation of approved changes.

7.2.6 Any configuration management tools used are to
be shown suitable for use.

Replication and Delivery

7.2.7 Replication records are to identify:

(a) the number of copies of each software item that are
required;

(b) the type of media for each software item including the
format and version;

(c) the associated documentation such as manuals and
user guides;

(d) the copyright and licensing status and other contractual
issues;

(e) the verification of the correctness and completeness of
delivered copies.

Maintenance

7.2.8 The maintenance plan is to define or identify:

(a) the scope of the maintenance;
(b) the initial status of the software;
(c) the facilities and resources for maintenance;
(d) maintenance activities;
(e) the format and contents of maintenance records and

reports.

7.2.9 The initial status of the released software is to be
defined and documented.

7.2.10 During maintenance all documentation is to be
kept consistent and at the same standard as for the initial
release of the software.

7.2.11 Maintenance records for each software item
being maintained are to include:

(a) the list of problem reports received and their current
status;

(b) the organization responsible for responding to the
reports or implementing corrective action;

(c) the priorities assigned to corrective actions;
(d) the results of corrective actions;
(e) statistical data on failure occurrences and maintenance

activities.

7.2.12 Measurements made are to represent reported
field failures and defects from the customer’s viewpoint.

7.2.13 Maintenance procedures are to include:

(a) rules to determine whether localized ‘patches’ or a
complete update of the software is required;

(b) the types or classes of release including the version
identification policy with respect to minor or major
upgrades;

(c) methods by which purchasers will be advised of current
of planned future changes;

(d) methods to confirm that changes implemented will not
introduce other problems;

(e) requirements for records indicating the release status of
the software and at what sites the release has been
implemented.
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