
For over ten years, OCTO Telematics (OCTO) has implemented 
management systems that follow the requirements of international 
standards – demonstrating the quality of its products and a rigorous 
approach to information security. With OCTO continuing to grow 
globally – an increasingly integrated approach to management 
systems was required. The result is a system certified by LRQA 
that spans information security, privacy, cloud security, business 
continuity and quality.  

Here, we speak to Attilio De Bernardo - Chief Information Security Officer at OCTO – 
about the important role certification plays in building trust and how integration has 
led to a more robust, efficient approach.

Building customer trust 

As a global leader in telematics solutions 
and a data-rich organisation - the team at 
OCTO have always been aware of the need 
to keep pace with the constantly evolving 
information security landscape. Third-
party audits and information security 
management system certification from 
LRQA help OCTO to demonstrate that it 
has the processes and procedures in place 
to protect business critical information 
and data. This, combined with an  
ISO 9001 certified quality management 
system, ensures that customers can trust 
the quality and security of OCTO products 
and solutions.

“OCTO began implementing quality and 
information security management 

systems over 10 years ago. Since then, and 
as our business has become increasingly 
global, we’ve begun to adopt a more 
progressive and integrated approach 
that is strongly aligned with business 
processes. 

We identified LRQA as the certification 
body that could add value and help us 
achieve this. The result is an effective 
integrated system that demonstrates 
the OCTO vision to the wider business, 
customers and suppliers.”

An integrated
management systems 
approach

01. Customer
OCTO Telematics Group S.P.A

02. Background
OCTO is a leading provider of
telematic services and advanced
data analytics for the Insurance
sector. It has over six million
connected users worldwide and
the largest database of vehicle 
telematics data in the world.

03. Result
An integrated management
system, certified by LRQA following 
the international management 
system standards:
ISO 9001 (quality), ISO 27001
(information security), ISO 27017 
(cloud security), ISO 27018
(cloud privacy), ISO 27701 (privacy 
information management) and
ISO 22301 (business continuity).

  We’ve begun to adopt a 
more progressive and integrated 
approach that is strongly aligned 
with business processes.”
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A robust approach to 
information security

LRQA has certified OCTO to ISO 27001  
– the international standard that provides 
the requirements for an information 
security management system (ISMS).  
The process of implementing and 
certifying its ISMS to ISO 27001 
helped OCTO ensure that controls and 
management processes were both 
adequate and proportionate in relation   
to specific threats and opportunities 
identified in the risk assessment.

Based on this same business-led 
approach, OCTO identified the need to 
certify their system against ISO 27017 
which introduces controls around the 
provision of cloud services and ISO 27018 
which covers protecting personally 
identifiable information (Pii) in the cloud.

“A certified ISMS is a gateway to securing 
business with important customers.
However, it’s also enabled OCTO to take 
an organic approach to system security – 
through extending the ISMS to properly 
manage the threats and opportunities 
that relate to our business.”

“One of the reasons we decided to extend 
our system to cover cloud security and 
privacy was the implementation 

of a cloud model for vehicle sharing 
services. As ISO 27017 and ISO 27018 are 
extensions to the ISO 27001 standard, we 
were able to maintain a clear alignment 
and strategic vision throughout.”

In a similarly progressive manner,  
OCTO was one of LRQA’s first customers  
to achieve certification against  
ISO 27701 – the international standard 
that defines the requirements for a 
Privacy Information Management System 
(PIMS). This highlights a commitment to 
privacy and supports compliance with 
laws and regulations such as the GDPR.

“We take an evolutionary approach 
to system security where we integrate 
extensions that are relevant to our 
organisation. The OCTO business is based 
on the processing of personal data – so it 
was a very natural and logical decision to 
opt for ISO 27701 certification – especially 
when considering the need to evidence 
compliance with the GDPR. For OCTO this 
represents a moment of great awareness 
regarding best practice processing of 
personal data.”

Achieving total continuity

OCTO’s integrated management system 
isn’t solely information security focussed. 
It’s also certified against ISO 9001 (quality) 
and ISO 22301 (business continuity) 
providing assurance that services are of 
a high quality which can be maintained 
even in the most unexpected and difficult 
circumstances.

“Prior to certification, OCTO already had 
a continuity plan. However, the entire 
executive committee gave a strong 
mandate to strengthen that plan to face 
the most unprecedented situations. 
This was a crucial decision which meant 
that OCTO had started the ISO 22301 
certification process long before the 
COVID-19 pandemic had an impact. As 
a result, during the pandemic we were 
able to guarantee the total continuity of 
our services in every part of the world. 
Our certification proved that this was no 
coincidence – it was a clear management 
choice that provided guarantees to our 
customers.”

  A certified ISMS is 
a gateway to securing 
business with important 
customers.”  
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Annex SL, the standardised framework 
used in all ISO standards, makes it easier 
for organisations like OCTO to implement 
a multi-faceted system that can then be 
audited and certified by a third-party 
body such as LRQA. Integration helps 
ensure that multiple systems are pushing 
towards the same organisational goals, 
however, it also introduces several other 
efficiencies.

“The high-level structure of Annex SL, with 
its identical basic text, common terms and 
definitions, facilitated the integration of 
our management systems.”

“Through integration, OCTO were able 
to minimise conflict between individual 
systems. It also reduced duplication 
of processes, administration work and 

general bureaucracy. This ensured a much 
stronger focus on the needs of the whole 
business rather than one particular area.”

Going remote with LRQA

Initially, many of OCTO’s audits were 
scheduled to take place at a time when 
the COVID-19 pandemic was causing 
significant disruption. In response, 
LRQA were able to conduct the audits 
remotely ensuring no delay to activities. 
The process also highlighted methods of 
optimising OCTO’s certification experience 
in the future.

“All OCTO audits – including surveillance, 
extensions and new certifications – were 
performed remotely by LRQA experts. This 
helped us to find greater efficiencies in the

face of minor problems and despite the 
context of a global pandemic, the process 
encouraged cohesion and a greater team 
spirit. We were also able to reduce the 
health and safety risk to our people at a 
crucial time whilst minimising disruption 
to daily activities.

“For OCTO – the future of auditing is likely 
to be a blended option that uses a mix of 
remote auditing to optimise the overall 
process and face-to-face which helps 
build strong personal relationships. This 
ensures that our auditors can get a flavour 
for our business and how it operates.”

To find out more about LRQA’s range of 
information security certification and 
training services visit lrqa.com/uk
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Driving efficiency with integration
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About LRQA: 
By bringing together unrivalled expertise in certification, 
customised assurance, cybersecurity, inspection and training, 
we’ve become a leading global assurance provider.

We’re proud of our heritage, but it’s who we are today that 
really matters, because that’s what shapes how we partner with 
our clients tomorrow. By combining strong values, decades of 
experience in risk management and mitigation and a keen focus 
on the future, we’re here to support our clients as they build safer, 
more secure, more sustainable businesses.

From independent third-party auditing, certification and training; 
to technical advisory services; to real-time assurance technology; 
to data-driven supply chain transformation, our innovative end-
to-end solutions help our clients negotiate a rapidly changing risk 
landscape – making sure they’re shaping their own future, rather 
than letting it shape them.


